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Managed Services: 
Encryption 

Verterim is committed to the security and privacy of client data in our hosted 
environment. This paper outlines the systems and procedures involved with the 
encryption and key management at all layers of the hosted service.

There are three layers where encryption is available for the protection of client data: 
Transmission, Storage, and Database. Each of these layers utilize a different 
technology for encryption, but all use the same method for key management. 

TRANSMISSION
This is the session from an end user’s browser to the hosted webserver serving up the 
application. This session based encryption is achieved with an https encrypted tunnel using 
Transport Layer Encryption (TLS) sometimes also referred to as Secure Socket Layer (SSL). 
This form of encryption is established via a Public Key Infrastructure (PKI) whereby the 
client/user requests the tunnel by a session on the webserver. The server then passes a public 
key to the client/user using  the server side digital certificate to establish the encrypted 
session.  All data passed via the web browser on the client side to the webserver is encrypted. 

STORAGE
Verterim utilizes a product from Microsoft Azure for 
disk resources called Managed Disks. These disks 
incorporate encryption, Azure Disk Encryption (ADE) 
for the protection of data stored on them. ADE helps 
protect and safeguard your data to meet your 
organizational security and compliance 
commitments. ADE encrypts the OS and data disks 
of Azure virtual machines (VMs) inside your VMs 
using the CPU of your VMs using the 
BitLocker feature of Windows. ADE is integrated with 
Azure Key Vault to help you control and manage the 
disk encryption keys and secrets. 
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DATABASE
Transparent data encryption (TDE) helps protect Azure SQL Managed Instance against
the threat of malicious offline activity by encrypting data at rest. It performs real-time
encryption and decryption of the database, associated backups, and transaction log
files at rest. TDE performs real-time I/O encryption and decryption of the data at the
page level. Each page is decrypted when it's read into memory and then encrypted
before being written to disk. TDE encrypts the storage of an entire database by using a
symmetric key called the Database Encryption Key (DEK). DEK is protected by the
TDE protector. The TDE protector is an asymmetric key stored in Azure Key Vault to
ensure the protection of keys for this encryption process.

KEY MANAGEMENT
Verterim leverages Microsoft Azure Key Vault for Key Management. Azure Key Vault
protects cryptographic keys, certificates (and the private keys associated with the
certificates), and secrets (such as connection strings and passwords) in the cloud.

Access to a key vault is controlled through two interfaces: the management plane and
the data plane. The management plane is where Verterim manages the Key Vault itself.
Operations in this plane include creating and deleting key vaults, retrieving Key Vault
properties, and updating access policies. The data plane is where Verterim works with
the data stored in a key vault.

To access a key vault in either plane, all callers (users or applications) must have
proper authentication and authorization. Authentication establishes the identity of the
caller. Authorization determines which operations the caller can execute. Authentication
with Key Vault works in conjunction with Azure Active Directory (Azure AD), which is
responsible for authenticating the identity of any given security principal. A security
principal is an object that represents a user, group, service, or application that's
requesting access to Azure resources.

In this manner, Verterim is able to ensure that resources responsible for managing keys
within the key vault are authenticated, validated and authorized to manage the keys in
any customer Key Vault.
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